IN THE CLAIMS 



1-53 (Canceled) 

54. (Currently Amended) A machine implemented method performed by a network 
element having a first interface communicatively coupled to a first network and a second 
interface communicatively coupled to a second network , the method comprising: 

receivin g at a configuration manager of the network element a request from a user via 
a command line interface (CLI) of the network element for configuring the 
network element, the request including a transaction for accessing a 
confi guration file stored in one or more records of a database that is used to 
route network traffic between the first network and the second network via the 
fir s t and second interfaces, the first network being different than the second 
networ k configure operations of the network element, wherein the CLI is one of 
a plurality of CLI interfaces provided by the network element to substantially 
concurrently access the network element ; 
in response to the request, the configuration manager spawns a session thread to 
associate the CLI with the configuration manager, wherein the associated 
session thread is used by the CLI to communicate messages with the 
configuration manager; 
the configuration manager receiving from the CLI via the session thread one or more 
CLI commands indicating one or more CLI operations of the transaction; 
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for each CLI operation, the configuration manager invoking a component manager 

associated with a type of each CLI operation to process the CLI operations into 
one or more database operations operable by the database being accessed; 

in response to th e requ e st, recording database operations of th e r e qu e st in a transaction 
log separated from the database without accessing the database until a commit 
command is received from the user via the CLI of the network element ; and 

performing in response to a commit command from the CLI indicating that the user 
has committed to the database operations, transmitting the recorded database 
operations of th e request from the transaction log to access a record of the 
database associat e d with th e r e qu e st receiv e d from the user in r e spons e to a 
commit command from th e CLI indicating that the us e r has committed to th e 
request e d configuration , wherein the recorded operations are performed within 
the database in response to receiving the recorded database operations from the 
transaction log . 

55. (Previously Presented) The method of claim 54, wherein the transaction log comprises 
a persistent memory in which content of the transaction log is maintained after the network 
element is powered down or rebooted. 

56. (Previously Presented) The method of claim 54, further comprising prior to recording 
the operations of the request in the transaction log, acquiring a lock for locking the record of 
the database associated with the request to prevent other users from accessing the record of 
the database. 
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57. (Previously Presented) The method of claim 56, further comprising: 
receiving further modification of configuration from the user prior to the commit 

command; and 

storing the modification in the transaction log without accessing the data base until the 
commit command is received from the user upon which the modification of the 
configuration is committed from the transaction log to the locked record of 
database. 

58. (Currently Amended) The method of claim §657, further comprising: 

receiving an abort command from the user via the CLI prior to receiving the commit 
command; and 

in response to the abort command, removing the operations of the request from the 

transaction log and releasing the acquired lock without accessing the database. 

59. (Previously Presented) The method of claim 58, wherein after performing the 
removing and releasing in response to the abort command, the record of the database remains 
substantially identical with respect to the record prior to receiving the request. 

60. (Previously Presented) The method of claim 56, further comprising indicating within 
the transaction log that the request is in a committing state while committing the operations of 
the request from the transaction log to the locked record of the database. 

6 1 . (Currently Amended) The method of claim 6054, further comprising indicating within 
the transaction log that th e request is in a non transaction stat e if operations of committing th e 
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op e rations of tho request from the transaction log to tlio database hav e compl e t e d. initializing 
the configuration manager during an initialization period of the network element, including 
the configuration manager registering with a process manager, the process manager 

managing processes performed by the component managers, 
the configuration manager initializing each of the component managers, 
each of the component managers registering with the process manager, 
the configuration manager storing identifiers (IDs) of the registered component 

managers in a table, wherein the component managers are subsequently 

invoked by the configuration manager based on the IDs of the component 

managers. 



62. (Currently Amended) The method of claim 61 , further comprising indicating within 
the transaction log that th e request is in a transaction state while r e cording th e operations of 
th e r e qu e st in the transaction log b e for e rec e iving th e commit command from the 
usefr configuration manager initially configuring the network element during the initialization 
period of the network by initiating an initialization transaction, including 

the process manager starting a configuration process by sending a message to the 

configuration manager requesting the initialization transaction, 
in response to the message, the configuration manager spawning a session thread for 

the configuration process, 
the configuration process requesting a transaction ID for the initialization transaction 
from the configuration manager and obtaining a lock on the database, 
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the configuration process reading configuration operations from a configuration file 

and sending each of the configuration operations to the session thread using the 

transaction ID while the database is locked, 
after all of the configuration operations have been sent to the session thread, the 

configuration process sending a commit command to the session thread for the 

initialization transaction, and 
the configuration process releasing the lock of the database, wherein the operations 

sent to the session thread are performed within the database. 

63. (Currently Amended) The method of claim 6254, further comprising: 

in response to the session thread, the CLI sending a message to the configuration 

manager indicating starting of a transaction; 
the session thread requesting a transaction ID from the configuration manager; 
the configuration manager returning the requested transaction ID to the CLI via the 

session thread; 

the configuration manager setting a state of the session thread to an in-transaction 
state; 

the CLI receiving a CLI operation from the user and performing a syntax verification 
of the CLI operation; 

the CLI sending a message having the CLI operation to the session thread including a 
value identifying a component manager corresponding to the CLI operation. 

detecting wheth e r op e rations of committing the op e rations of the request from the 
transaction log to the databas e have stopp e d result e d from e rrors of the 
network e lem e nt; and 
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in r e spons e to th e d e t e ction, r e n e wing performing the op e rations of th e r e qu e st from 
th e transaction log to th e databas e whil e th e r e cord of the databas e is locked. 



64. (Currently Amended) The method of claim 63, wher e in th e d e t e ction of wh e th e r 
op e rations of committing th e operations of the r e qu e st has stopp e d r e sulted from e rrors is 
p e rform e d in r e spons e to th e n e twork e l e ment crashes and r e cov e rs from the crash. Jurther 
comprising: 

determining whether a CLI operation within the message includes one of a commit 

command and an abort command; 
if the CLI operation is not one of the commit and abort commands, the configuration 

manager invoking the component manager identified by the message to process 

the CLI operation; 

the component manager performing semantic verification of the CLI operation and 
rejecting the CLI operation if the CLI operation does not pass the semantic 
verification; 

if the CLI operation passes the semantic verification, the component manager 
processing the CLI operation into one or more database operations to be 
performed within the database. 

65. (Currently Amended) The method of claim 64, wher e in th e d e t e ction i s p e rformed by 
e xamining within th e transaction log wh e th e r th e r e qu e st is in the committing stat e , and 
wherein the r e n e wing is performed only if th e request is in th e committing stat e . further 
comprising: 

the component manager determining whether a lock contention exists; 
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if the lock contention exists, the component manager notifying the configuration 

manager to block further CLI operations from the CLI; 
in response to the notification, the configuration manager notifying the CLI regarding 

the lock contention; 
the CLI prompting the user to either to wait or abort the CLI operation; 
in response to an abort command received from the user, the component manager 

aborts the CLI operation. 

66. (Currently Amended) The method of claim 6265, further comprising: 

in response to a wait command received from the user, the component manager 

continuing blocking the CLI operation; 
the component manager periodically checking whether the lock has been released; 
if the lock has not been released, the component manager determining whether a 

period of time associated with the wait command has expired; 
if the wait command has expired, prompting the user for further instructions including 

whether the user wants to wait or abort. 
detecting wheth e r op e rations of recording th e op e rations of th e r e qu e st within th e 

transaction log hav e stopped resulted from e rror s of th e n e twork el e ment; and 
in r e spons e to the d e t e ction, r e moving th e r e qu e st from th e transaction log without 

committing to th e database. 

67. (Currently Amended) The method of claim 66, wher e in th e d e t e ction of wh e ther 
operations of r e cording the operations of the request within the transaction log has stopped 
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result e d from errors io perform e d in r e spons e to th e network clem e nt crash e s and recovers 
from th e crash. further comprising: 

if the CLI operation includes an abort command, the transaction corresponding to the 

abort command is aborted and the corresponding database operations are 

removed from the transaction log; 
if the CLI operation includes a commit command, the corresponding session thread 

transitioning from the in-transaction state to an in-commit state; 
marking the corresponding database operations in the transaction log as committed; 
determining whether a network resource process for processing the CLI operation has 

died; 

if the network resource process has not died, committing the corresponding database 
operations to the database via a backend procedure call; 

changing the corresponding session thread from the in-commit state to a not-in- 
transaction state when the transaction is completed. 

68. (Currently Amended) The method of claim 67, wher e in th e d e t e ction is p e rform e d by 
e xamining within th e transaction log wh e th e r the request is in the transaction stat e , and 
wher e in the removing is p e rform e d only if the r e quest is in th e transaction stat e . furthgr 
comprising: 

if the network resource process has died, determining whether a current database 
operation is associated with the network resource process; 

if the current database operation is not associated with the network resource process, 
performing database record request and invoking a backend procedure call; 
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if the current database operation is not associated with the network resource process, 
performing database record request without invoking a backend procedure call. 

69. (Previously Presented) The method of claim 56, further comprising: 
determining whether the lock being acquired is unavailable; 
notifying the user via the CLI that the lock is unavailable; and 
prompting the user whether the user desires to wait or cancel the request. 

70. (Previously Presented) The method of claim 59, further comprising: 
removing the request from the transaction log in response to receiving a cancel 

command from the user in response to the prompting; and 
in response to receiving a wait command from the user, repeating acquiring the lock 
until the lock has been acquired upon which if the commit command has been 
received, the request is committed from the transaction log to the locked record 
of the database. 

71 . (Currently Amended) A machine-readable medium having executable code to cause a 
machine to perform a method of a network element having a first interface communicativ e ly 
coupl e d to a first network and a second interface communicativ e ly coupled to a s e cond 
n e twork , the method comprising: 

receiving at a configuration manager of the network element a request from a user via 
a command line interface (CLI) of the network element for configuring the 
network element, the request accessing a configuration fil e stor e d one or more 
records of in a database that is used to route n e twork traffic betw e en the first 
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network and th e second network via th e first and second int e rfaces, th e fir s t 
network b e ing different than the second network configure operations of the 
network element, wherein the CLI is one of a plurality of CLI interfaces 
provided by the network element to substantially concurrently access the 
network element ; 

in response to the request, the configuration manager spawns a session thread to 
associate the CLI with the configuration manager, wherein the associated 
session thread is used by the CLI to communicate messages with the 
configuration manager; 

the configuration manager receiving from the CLI via the session thread one or more 
CLI commands indicating one or more CLI operations of the transaction; 

for each CLI operation, the configuration manager invoking a component manager 

associated with a type of each CLI operation to process the CLI operations into 
one or more database operations operable by the database being accessed; 

in response to th e r e qu e st, recording database operations of th e r e qu e st in a transaction 
log separated from the database without accessing the database until a commit 
command is received from the user via the CLI of the networ k element ; and 

in response to a commit command from the CLI indicating that the user has committed 
to the database operations, transmitting performing the recorded database 
operations of th e r e qu e st from the transaction log to acc e ss a record of the 
database associated with th e r e quest r e c e iv e d from th e us e r in r e sponse to a 
commit command from th e CLI indicating that the user has committed to th e 
r e qu e sted configuration , wherein the recorded operations are performed within 
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the database in response to receiving the recorded database operations from the 
transaction log . 

72. (Previously Presented) The machine-readable medium of claim 7 1 , wherein the 
transaction log comprises a persistent memory in which content of the transaction log is 
maintained after the network element is powered down or rebooted. 

73 . (Previously Presented) The machine-readable medium of claim 7 1 , wherein the 
method further comprises prior to recording the operations of the request in the transaction 
log, acquiring a lock for locking the record of the database associated with the request to 
prevent other users from accessing the record of the database. 

74. (Previously Presented) The machine-readable medium of claim 73, wherein the 
method further comprises: 

receiving further modification of configuration from the user prior to the commit 
command; and 

storing the modification in the transaction log without accessing the data base until the 
commit command is received from the user upon which the modification of the 
configuration is committed from the transaction log to the locked record of 
database. 

75. (Currently Amended) The machine-readable medium of claim ^74, wherein the 
method further comprises: 
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receiving an abort command from the user via the CLI prior to receiving the commit 
command; and 

in response to the abort command, removing the operations of the request from the 

transaction log and releasing the acquired lock without accessing the database. 

76. (Previously Presented) The machine-readable medium of claim 75, wherein after 
performing the removing and releasing in response to the abort command, the record of the 
database remains substantially identical with respect to the record prior to receiving the 
request. 

77. (Previously Presented) The machine-readable medium of claim 73, wherein the 
method further comprises indicating within the transaction log that the request is in a 
committing state while committing the operations of the request from the transaction log to 
the locked record of the database. 

78. (Currently Amended) The machine-readable medium of claim Till, wherein the 
method further comprises indicating within th e transaction log that th e r e qti e st is in a non 
transaction stat e if op e rations of committing the op e rations of th e requ e st from th e transaction 
log to th e databas e have completed, initializing the configuration manager during an 
initialization period of the network element, including 

the configuration manager registering with a process manager, the process manager 

managing processes performed by the component managers, 
the configuration manager initializing each of the component managers, 
each of the component managers registering with the process manager, 
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the configuration manager storing identifiers (IDs) of the registered component 
managers in a table, wherein the component managers are subsequently 
invoked by the configuration manager based on the IDs of the component 
managers. 

79. (Currently Amended) The machine-readable medium of claim 78, wherein the method 
further comprises indicating within th e transaction log that th e r e qu e st is in a transaction stat e 
whil e r e cording th e op e rations of th e r e qu e st in th e transaction log b e fore r e c e iving th e 
commit command from the us e r, configuration manager initially configuring the network 
element during the initialization period of the network by initiating an initialization 
transaction, including 

the process manager starting a configuration process by sending a message to the 

configuration manager requesting the initialization transaction, 
in response to the message, the configuration manager spawning a session thread for 

the configuration process, 
the configuration process requesting a transaction ID for the initialization transaction 

from the configuration manager and obtaining a lock on the database, 
the configuration process reading configuration operations from a configuration file 

and sending each of the configuration operations to the session thread using the 
transaction ED while the database is locked, 
after all of the configuration operations have been sent to the session thread, the 

configuration process sending a commit command to the session thread for the 
initialization transaction, and 
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the configuration process releasing the lock of the database, wherein the operations 
sent to the session thread are performed within the database, 

80. (Currently Amended) The machine-readable medium of claim 2971, wherein the 
method further comprises: 

in response to the session thread, the CLI sending a message to the configuration 

manager indicating starting of a transaction; 
the session thread requesting a transaction ID from the configuration manager; 
the configuration manager returning the requested transaction ID to the CLI via the 

session thread; 

the configuration manager setting a state of the session thread to an in-transaction 
state; 

the CLI receiving a CLI operation from the user and performing a syntax verification 
of the CLI operation; 

? the CLI sending a message having the CLI operation to the session thread including a 

value identifying a component manager corresponding to the CLI operation. 
d e t e cting wh e th e r op e rations of committing th e op e rations of th e r e qu e st from th e 

transaction log to the databas e hav e stopp e d result e d from errors of th e 

n e twork e lem e nt; and 
in r e spons e to the detection, ren e wing p e rforming th e operations of the r e quest from 

th e transaction log to the databas e whil e the r e cord of th e database is lock e d, 

81. (Currently Amended) The machine-readable medium of claim 80, wherein the 
d e tection of whether op e rations of committing the operations of th e r e qu e st ha s stopp e d 
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result e d from errors is perform e d in r e spons e to the n e twork e l e ment crashes and recovers 
from th e crash. the method further comprises: 

determining whether a CLI operation within the message includes one of a commit 

command and an abort command; 
if the CLI operation is not one of the commit and abort commands, the configuration 
manager invoking the component manager identified by the message to process 
the CLI operation; 

the component manager performing semantic verification of the CLI operation and 
rejecting the CLI operation if the CLI operation does not pass the semantic 
verification; 

if the CLI operation passes the semantic verification, the component manager 
processing the CLI operation into one or more database operations to be 
performed within the database. 

82. (Currently Amended) The machine-readable medium of claim 81, wherein the 
d e t e ction is p e rformed by e xamining within th e transaction log wh e th e r the requ e st is in th e 
committing stat e , and wh e r e in th e ren e wing is p e rform e d only if th e r e quest is in the 
committing stat e . the method further comprises: 

the component manager determining whether a lock contention exists; 

if the lock contention exists, the component manager notifying the configuration 
manager to block further CLI operations from the CLI; 

in response to the notification, the configuration manager notifying the CLI regarding 
the lock contention; 

the CLI prompting the user to either to wait or abort the CLI operation; 
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in response to an abort command received from the user, the component manager 
aborts the CLI operation. 

83. (Currently Amended) The machine-readable medium of claim 7982, wherein the 
method further comprises: 

in response to a wait command received from the user, the component manager 

continuing blocking the CLI operation; 
the component manager periodically checking whether the lock has been released; 
if the lock has not been released, the component manager determining whether a 

period of time associated with the wait command has expired; 
if the wait command has expired, prompting the user for further instructions including 

whether the user wants to wait or abort. 
d e t e cting wh e th e r op e rations of recording th e op e rations of th e r e qu e st within th e 

transaction log have stopped result e d from e rrors of th e network elem e nt; and 
in respons e to th e d e tection, r e moving th e requ e st from th e transaction log without 

committing to the databas e . 

84. (Currently Amended) The machine-readable medium of claim 83, wherein the 
detection of wh e ther operations of r e cording th e operations of th e r e qu e st within th e 
transaction log has stopped resulted from e rrors is perform e d in r e spons e to th e n e twork 
e l e m e nt crash e s and r e covers from th e crash. the method further comprises: 

if the CLI operation includes an abort command, the transaction corresponding to the 
abort command is aborted and the corresponding database operations are 
removed from the transaction log; 
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if the CLI operation includes a commit command, the corresponding session thread 
transitioning from the in-transaction state to an in-commit state; 

marking the corresponding database operations in the transaction log as committed; 

determining whether a network resource process for processing the CLI operation has 
died; 

if the network resource process has not died, committing the corresponding database 
operations to the database via a backend procedure call; 

changing the corresponding session thread from the in-commit state to a not-in- 
transaction state when the transaction is completed. 

85. (Currently Amended) The machine-readable medium of claim 84, wherein the 
detection is performed by e xamining within th e transaction log wh e th e r th e r e quest is in the 
transaction state, and wh e rein the removing is performed only if th e r e qu e st is in th e 
transaction stat e . the method further comprises: 

if the network resource process has died, determining whether a current database 
operation is associated with the network resource process; 

if the current database operation is not associated with the network resource process, 
performing database record request and invoking a backend procedure call; 

if the current database operation is not associated with the network resource process, 
performing database record request without invoking a backend procedure call. 

86. (Previously Presented) The machine-readable medium of claim 83, wherein the 
method further comprises: 

determining whether the lock being acquired is unavailable; 

Application Serial No. 09/873,730 - 1 8- Arty. Docket No. 4906.P02 1 



notifying the user via the CLI that the lock is unavailable; and 
prompting the user whether the user desires to wait or cancel the request. 

87. (Previously Presented) The machine-readable medium of claim 86, wherein the 
method further comprises: 

removing the request from the transaction log in response to receiving a cancel 
command from the user in response to the prompting; and 

in response to receiving a wait command from the user, repeating acquiring the lock 
until the lock has been acquired upon which if the commit command has been 
received, the request is committed from the transaction log to the locked record 
of the database. 

88. (Canceled) 
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